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Abstract— The rapid growth of social media platforms has
significantly increased the spread of misinformation, posing
serious challenges to information credibility and public trust.
Due to the massive volume of online content, manual verification
is impractical, making automated fake news detection essential.
This review paper presents a comprehensive analysis of Natural
Language Processing (NLP) techniques used for fake news
detection. It examines both traditional machine learning
models, such as TF-IDF with Logistic Regression and Passive
Aggressive Classifier, as well as advanced deep learning
approaches including BiLSTM and BERT. The findings
indicate that transformer-based models, particularly BERT,
achieve superior performance due to their contextual
understanding, while lightweight models offer efficiency for
real-time applications. Despite these advancements, challenges
such as model interpretability, domain adaptation, and
multilingual detection remain open for future research.

Index Terms—Fake News Detection, Natural Language
Processing (NLP), Machine Learning, Social Media Analysis,
Passive Aggressive Classifier, TF-IDF, ISOT Dataset

1. INTRODUCTION

In recent years, social media platforms have become a major

source of information [1], enabling rapid sharing of content
without traditional editorial control. While this improves
accessibility, it also increases the spread of misinformation.

Fake news refers to misleading or false information presented
as authentic [1], [5], and it has become a serious concern due
to its impact on public trust, democratic processes, and social
stability. Its rapid spread is further amplified by social media
algorithms and echo chambers.

The large volume and speed of online data make manual
verification ineffective, creating a need for automated
detection systems. To address this, researchers use Artificial
Intelligence (AI) and Machine Learning (ML), with Natural
Language Processing (NLP) playing a key role in analyzing
textual data and identifying deceptive patterns.

II. LITERATURE REVIEW

Fake news detection has evolved significantly with
advancements in Natural Language Processing techniques.
Early approaches relied on manual verification and rule-
based systems [3], which lacked scalability. Subsequently,
machine learning models utilizing feature extraction methods

such as Bag-of-Words and TF-IDF, combined with classifiers
like Naive Bayes and Support Vector Machines, provided
moderate performance [8]. However, these models were
limited in capturing semantic and contextual relationships.

Recent studies have shifted toward deep learning and
transformer-based models [6], [10], including CNN, RNN,
BiLSTM, and BERT, which offer improved accuracy by
understanding complex linguistic patterns. Additionally,
ensemble and hybrid models have further enhanced detection
performance [20]. Despite these improvements, challenges
such as data quality, model interpretability, and cross-domain
generalization remain critical issues.

TABLE L : LITERATURE REVIEW SUMMARY
Author Year | Technique Dataset Key Finding
used
Mayank etal. | 2021 NLP + GNN | Politifact, Better
GossipCop accuracy
using
knowledge
graphs
Sutradhar et | 2022 | ML+ NLP Custom ML  works
al. dataset but less
accurate than
DL
Shaik et al. 2023 | NLP + PA | KaggleFake | Fast and
Classifier News efficient
Dataset results
Narayananet | 2023 | Transformer NELA-GT High
al. (BERT) contextual
accuracy
Almandouh 2024 | Ensemble DL | Twitter /| Higher
etal. Social accuracy
Media than single
datasets models
Roumeliotis 2025 | CNN, BERT, | Benchmark BERT/LLMs
et al. LLMs datasets perform best

III. METHODOLOGY

The proposed methodology follows a structured pipeline for
fake news detection using Natural Language Processing
(NLP). It begins with collecting benchmark datasets such as
FakeNewsNet, LIAR, and Kaggle Fake News datasets, which
contain labeled examples of real and fake news articles.

The data undergoes preprocessing, where noise such as
punctuation, URLs, and special characters is removed. Text
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normalization includes lowercase conversion, tokenization,
and lemmatization. Missing values are handled, and the
dataset is split into training (80%) and testing (20%) sets.

Next, feature extraction methods are applied to transform
textual data into numerical representations. These include
TF-IDF (Term Frequency—Inverse Document Frequency) for
identifying important words, word embeddings (Word2Vec
and GloVe) for capturing semantic relationships, and
contextual embeddings such as BERT for deep contextual
understanding [2], [7].

The core of the system lies in the modeling methods, where
multiple algorithms are used and compared. These include:

BERT (Transformer-based model) — deep contextual
language understanding

Bidirectional LSTM (BiLSTM) — capturing sequential
patterns

Logistic Regression — baseline machine learning model
Support Vector Machine (SVM) — effective text classification
Random Forest — improving robustness through ensemble
learning

Finally, the models are evaluated using standard performance
metrics such as Accuracy, Precision, Recall, Fl-score, and
ROC-AUC. This methodology ensures a reliable,
comparative, and data-driven approach.

IV. RESULT AND DISCUSSION

BERT achieved the highest performance, followed by
BiLSTM, while Logistic Regression demonstrated
comparatively lower accuracy. These results indicate that
deep learning models with strong contextual understanding
outperform traditional machine learning approaches [5], [6].
However, challenges such as sarcasm detection and handling
complex linguistic structures still remain.

TABLE II. : MODEL PERFORMANCE COMPARISON
MODEL ACCURACY PRECISION
LogisTiC 0.83 0.82
REGRESSION (TF-
IDF)
BILSTM 0.88 0.87
(WORD2VEC)
BERT FINE-TUNED 0.98 0.93

V. CONCLUSION

This review highlights the effectiveness of Natural
Language Processing techniques in detecting fake news on
social media platforms. Among various approaches,
transformer-based models such as BERT demonstrate
superior performance due to their ability to capture contextual
and semantic information.

Traditional machine learning models, although less accurate,
remain useful for lightweight and real-time applications. The
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study emphasizes that combining syntactic and semantic
features enhances detection capabilities. Future research
should focus on multimodal analysis, improving model
interpretability, and developing efficient models for real-time
and multilingual environments.
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